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Privacy Policy Adoptic

1. About This Policy

»oo« »oo« LT,

This Privacy Policy explains how [Adoptic Pty Ltd] (“Adoptic”, “we”, “us”, “our”) collects, holds,
uses, and discloses Personal Information. It applies to all users of the Adoptic platform at
adoptic.online, including client administrators, assessors, applicants, and visitors.

Adoptic is bound by the Australian Privacy Principles (“APPs”) contained in the Privacy Act 1988
(Cth). Where we handle information relating to individuals in the United Kingdom or European
Economic Area, we also comply with the UK General Data Protection Regulation (‘UK GDPR”)
and the EU General Data Protection Regulation (“EU GDPR”).

By accessing or using our platform, you acknowledge that you have read and understood this
Privacy Policy.

2. Definitions

Personal Information Information or an opinion about an identified individual, or anindividual who is
reasonably identifiable, whether true ornot and whetherrecorded in a material
formornot (as definedin the Privacy Act 1988). Under GDPR, this corresponds
to “personal data”.

Sensitive Information Asubset of Personal Informationincluding health information, racial or ethnic
origin, political opinions, religious beliefs, sexual orientation, criminal records,
biometric data, and trade union membership. Under GDPR, this corresponds
to “special category data”.

Client Data Alldata uploaded to, submitted through, or generated within the platform on
behalf of a client organisation, including application data, assessment data,
uploaded documents, and report outputs.

Derived Data Data produced by Adoptic’s proprietary algorithms and analytical processes
from Client Data, including scores, rankings, statistical summaries, and report
outputs.

Aggregated Data Data that has been combined across multiple sources and de-identified such

that no individual is reasonably identifiable.

Platform The Adoptic web application at adoptic.online and any associated APls, tools,
orservices.
Data Controller The entity that determines the purposes and means of processing Personal

Information (typically the client organisation).
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Data Processor The entity that processes Personal Information on behalf of the Data
Controller (Adoptic, when processing Client Data).

Al Processing The processing of Client Data using third-party large language models (LLMs)
via Amazon Bedrock to perform assessment analysis, scoring, and report
generation as part of Adoptic’s analytical pipeline.

3. Our Role: Data Controller vs. Data Processor

Adoptic operatesintwo capacities:

As a Data Processor: When we process Client Data on behalf of our client organisations (the
Data Controllers). This includes storing application data, running assessments, generating
reports, and hosting uploaded documents. In this capacity, we process Personal Information
onlyinaccordance with our clients’ instructions and applicable law.

As a Data Controller: When we collect and process Personal Information for our own purposes,
such as managing user accounts, administering the platform, communicating with users, and
improving our services.

Where we act as a Data Processor, the client organisation remains responsible for ensuring that
it has appropriate lawful bases and privacy notices in place for the Personal Information it
collects and uploads to the platform.

4. What Personal Information We Collect
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4.1Information You Provide Directly

Category Examples

Accountinformation Name, email address, password (stored as a cryptographic hash), role,
organisation membership

Client organisation data Organisation name, type, dataregion preference
Application and project Project names, descriptions, assessment criteria and scores, supporting
data documents, budgetinformation, narrative responses

Program and cohort data Program names, descriptions, cohort structures, intake periods

Uploaded documents Any files uploaded to the platform by clients or applicants, which may
contain Personal Information, Sensitive Information, financial data, or
proprietary content

Communications Emails, supportrequests, feedback, task notes, in-platform comments

4.2 Information We Collect Automatically

Category Examples

Logdata IP address, browser type and version, operating system, referring URL,
pages visited, date and time of access

Cookies Session cookies forauthentication, CSRF security tokens (see Section 11)

Usage data Features accessed, reports generated and downloaded, actions taken
within the portal, frequency and duration of use

Consentrecords Records of consents granted orrevoked, including timestamps and IP
addresses

4.3 Information We Receive From Third Parties
We may receive Personal Information about you from:

e Youremployerororganisation administrator, who creates or manages youraccount or
invites you to the platform

e Invitationlinks shared by existing users

4.4 Sensitive Information and Special Category Data

We do not intentionally collect Sensitive Information unless it is voluntarily included by
applicants or clients in uploaded documents, application forms, or free-text fields. Examples
may include information about disability status, cultural background, health conditions, or
personal circumstances disclosed in project applications.
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Where Sensitive Informationis provided:

Adoptic

* Werelyontheclient (as Data Controller) to have obtained appropriate consent orto have

established anotherlawful basis forits collection

* Wetreatit with the highestlevel of care andrestrict access to authorised personnel only

* Wedonotuse Sensitive Information for any purpose other than providing the services

requested by the client

e Under GDPR, processing of special category datais limited to the bases set outin Article

9(2)

5. How We Use Your Personal Information

Purpose Description

Providing our
services

Operating the platform, processing applications,
managing projects and cohorts, generating reports,
hosting uploaded documents

Authentication and
security

Verifying identity, managing sessions, preventing
unauthorised access, recording consent

Data analysis and
reporting

Running our proprietary assessment algorithms and
Al-powered analysis (including LLM-based processing
via Amazon Bedrock) on submitted application datato
produce analytical reports (see Section 6)

Administration Managing client relationships, invitations, userroles, and

billing
Communication Responding to enquiries, providing support, sending
service-related notifications

Platform Analysing usage patterns to improve features, fix bugs,
improvement and develop new functionality

Aggregated Producing de-identified, aggregated statistical insights
insights across the platform (see Section 6.5)

Legal compliance Complying with applicable laws, regulations, and legal

processes

Legal Basis (GDPR)

Performance of a
contract/Legitimate
interest

Performance of a
contract /Legitimate
interest

Performance of a
contract

Performance of a

contract

Legitimateinterest

Legitimate interest

Legitimateinterest

Legal obligation

We will not use your Personal Information for purposes materially different from those
described above without first notifying you and, where required, obtaining your consent. We
will never sell Personal Information to third parties. We will not use Client Data for marketing

purposes.
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6. Data Science, Automated Processing,
and Algorithmic Analysis

6.1What We Do

Adoptic uses proprietary data science methodologies, algorithms, and Al-powered analysis to
analyse application data submitted by clients. Thisincludes:

Scoring and assessment — calculating Desirability, Adoptability, Feasibility, Viability, and
Psychosocial scores based on structured application data

Al-powered analysis — submitting application text to large language models (LLMs) via
Amazon Bedrock for quote extraction, argument generation, evidence verification, and
scoring as part of amulti-step analytical pipeline (see Section 6.7)

Statistical analysis — producing descriptive statistics, distributions, benchmarks, and
comparative analyses across cohorts and programs

Report generation — compiling analytical outputsinto structured reports (Audit Reports,
Assessor’s Aids, Cohort Reports, Comparison Reports, Guidance Reports)

Data visualisation — generating charts, graphs, and visual representations of analytical
findings

6.2 Automated Decision-Making and Profiling

Our algorithms produce analytical outputs (scores, rankings, and statistical summaries) that are
designedtoinform and support human decision-making by our clients. Specifically:

No solely automated decisions: Adoptic does not make decisions that produce legal
effects orsimilarly significant effects onindividuals based solely on automated
processing. Although our analytical pipeline includes Al/LLM processing (see Section 6.7),
LLM outputs are intermediate inputs — they are structured, validated, and combined with
other analytical steps before producing final scores. Our outputs are advisory tools
intended to assist client decision-makers, not replace them.

Human oversight: All final decisions about applications, funding, or other outcomes remain
with the client organisation’s authorised personnel. Adoptic’s role is to provide
data-driven analysis, not to determine outcomes. No individual outcome is determined
solely by an Almodel.

Transparency of methodology: Our analytical methodologies are documented and canbe
explainedto clients uponrequest. We do not operate opaque “black box” algorithms.
Clientsreceive documentation describing the rationale, inputs, weightings, and limitations
of our scoring models.

No profiling for marketing: We do not use Personal Information to build profiles for
targeted advertising, credit scoring, or any purpose unrelated to the services contracted
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by the client.

6.3 Rights Relating to Automated Processing

Under Article 22 of the UK/EU GDPR, individuals have the right not to be subject to decisions
based solely on automated processing that produce legal or similarly significant effects.
Because Adoptic’s outputs are advisory and require human review before any consequential
decisionis made, Article 22 does not apply to our standard processing. However, if you believe
an automated output has been used to make a decision about you without adequate human
involvement, you may:

* Requestanexplanation of the logic involved in the processing
e Requesthumanreview of the output

e Expressyour point of view and contest the decision

These requests should be directed to the client organisation that administers your data. If the
clientis unable to assist, you may contact Adoptic directly.

6.4 Derived Data and Intellectual Property

¢ Client Data ownership: Clients retain ownership of all data they upload to or create within
the platform (Client Data). Adoptic does not claim ownership of Client Data.

e Derived Data: Analytical outputs (scores, reports, statistical summaries) generated by
Adoptic’s algorithms from Client Data are produced for the exclusive benefit of the client
and are treated as confidential to that client.

* Proprietary algorithms: The algorithms, methodologies, models, and software used to
produce Derived Data are the intellectual property of Adoptic. Clients receive the outputs
but do not acquirerights to the underlying algorithms or source code.

* Nocross-clientuse: We do not use one client’sidentifiable data to produce outputs for
anotherclient.

6.5 Aggregated and De-identified Data
We may produce aggregated, de-identified data drawn from across the platformto:

e Improve our algorithms and analytical methodologies
e Produce sector-wide benchmarks and statistical insights
e Publishanonymised sample reports fordemonstration purposes

This aggregated datais stripped of all identifiers and cannot reasonably be used to identify any
individual or client organisation. Where we use Client Data for these purposes, we apply robust
de-identification techniques and will not attempt to re-identify individuals from aggregated
data.
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6.6 Model Training and Improvement
Where we use data to develop, train, orimprove our analytical models:

* Weuseonly de-identified and aggregated data, not identifiable Client Data
«  Wedonotuse Client Datato train models forunrelated purposes

* Clients may opt out of having their de-identified dataincluded in aggregated datasets
used formodelimprovement by notifying usin writing

6.7 Aland Large Language Model Processing

Adoptic’s analytical pipeline includes processing of Client Data using large language models
(LLMs) provided through Amazon Bedrock, a managed Al service operated by Amazon Web
Services (AWS). This section describes how that processing works and the safeguardsin place.

What datais sentto the LLM:
* Fullapplication text submitted by applicants (narrative responses, project descriptions,
supportinginformation)
* Assessmentvariable definitions and scoring criteria defined by the client

* Notsent: Usercredentials, accountinformation, billing data, or raw uploaded files (only
extracted text contentrelevant to the assessment)

How datais processed:

e Applicationtextis submitted to the LLM (Claude, developed by Anthropic, hosted on
Amazon Bedrock) as part of a four-step analytical pipeline: (1) quote extraction, (2)
argument generation, (3) evidence verification, and (4) scoring

e Approximately 70 LLM calls are made per application, covering each assessment variable
across the pipeline steps

e LLMoutputs are structured scores, extracted quotes, and analytical reasoning — these are
intermediate inputs that feed into Adoptic’s broader scoring and reporting engine

e EachLLMinvocationisindependent; no datafromone client’s applicationisusedinthe
processing of another’s

Where datais processed:
e AllLLM processing occursin the ap-southeast-2 (Sydney, Australia) AWS region
* NoClient Dataistransferred overseas for LLM processing

Dataretention by the LLM provider:

* AmazonBedrock does notretain, store, orloginput or output data for model training or
improvement

e Inputandoutput datais not shared with model providers (Anthropic) oracross AWS
customers
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* Dataisencryptedintransit (TLS) and atrest by AWS

e Ephemeral prompt caching may be used for system prompts within a session; cached
contentis not persisted andis not accessible to other customers

No use of Client Data for Al training:

e ClientDatais neverusedto fine-tune, train, orimprove any Al or machine learning model,
whether by Adoptic, AWS, or Anthropic

e Thisisacontractual guarantee provided by Amazon Bedrock’s terms of service

Security and compliance:

e AmazonBedrockis SOC 2 Typelland ISO/IEC 27001 certified
* AccesstoBedrockis authenticated via AWS IAM credentials managed by Adoptic

e Processingis confined to the ap-southeast-2 region and subject to Australian data
residency

7. Disclosure of Personal Information

7.1Your Organisation

If you are a user within a client organisation, your organisation’s administrators may have access
to your account details, activity within the platform, and data you submit. The extent of access
is determined by the organisation’s role-based settings.

7.2 Service Providers (Sub-processors)

We use trusted third-party service providers to operate and support our platform. These
providers are contractually required to protect your information and may only use it to perform
services on our behalf. They are subject to obligations no less protective than those in this
policy.

Provider Purpose Data Location

Amazon Web Services Cloud hosting, data storage, infrastructure, backups [REGION]

(AWS)

Amazon Bedrock (AWS)  Al-powered application analysis using large language ap-southeast-2
models (see Section 6.7) (Sydney)

Railway Application hosting (transitioning to AWS) United States

[EMAIL PROVIDER] Transactional email delivery [REGION]
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Provider Purpose Data Location

[PAYMENT PROVIDER] Payment processing (if applicable) [REGION]

We maintain a current list of sub-processors and will update this section when sub-processors
are added or changed. Clients under Data Processing Agreements will be notified of
sub-processorchangesinadvance.

7.3 Legal and Regulatory
We may disclose Personal Information where required or authorised by law, including:

« Tocomplywithalegal obligation, subpoena, warrant, or court order

* Toenforceourterms of use orprotect ourrights, property, or safety

e Toprotectthe safety of any person

e Toinvestigate suspected fraud, security incidents, orviolations of our terms

« Togovernment agencies orregulatory bodies as required by applicable law

7.4 Business Transfers

In the event of a merger, acquisition, restructure, or sale of all or part of our business, Personal
Information may be transferred to the successor entity, subject to this Privacy Policy. We will
notify affected users and clients before any such transfer and provide an opportunity to
request deletion of data.

7.5 De-identified and Aggregated Data

We may share de-identified or aggregated data that cannot reasonably be used to identify any
individual. For example, we publish anonymised sample reports on our website for
demonstration purposes. See Section 6.5 for details.

7.6 With Your Consent

We may disclose Personal Information to other parties where you have given explicit consent.

8. Overseas Disclosure and International Transfers

Some of our service providers are located outside Australia. As at the date of this policy,
Personal Information may be transferred to or stored in:

e United States — Railway hosting, [other providers]
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e [Otherregionsasapplicable]

Note: Al/LLM processing via Amazon Bedrock is performed entirely within the ap-southeast-2
(Sydney, Australia) region. No Client Data is transferred overseas for Al processing.

Before disclosing Personal Information overseas, we take reasonable steps to ensure that the
recipient handles it in accordance with the APPs and does not breach the Australian Privacy
Principles (APP 8).

Where UK/EU GDPR applies, international transfers are made only where:

e Thedestination country has been granted an adequacy decision by the European
Commission or UK government, or

e Appropriate safeguards are in place, such as Standard Contractual Clauses (SCCs), or

e AderogationunderArticle 49 of the GDPR applies

Details of the safeguards relied upon for specific transfers are available onrequest.

9. Data Security

We take reasonable steps to protect Personal Information from misuse, interference, loss, and
unauthorised access, modification, or disclosure. Our security measures include:

e Encryptionintransit — all data transmitted between your browser and our servers is
encryptedusing TLS 1.2+ (HTTPS)

e Encryptionatrest — data stored onourserversis encrypted using industry-standard
encryption (AES-256)

e Passwordhashing — user passwords are stored using PBKDF2-SHA256 cryptographic
hashing and are never stored orlogged in plain text

e Accesscontrols —role-based access ensures users only see datarelevant to theirrole and
organisation

* Organisation-level dataisolation — client dataislogically separated and enforced at the
applicationlayer

e Invite-only access — new accounts are created via secure, time-limited invitation links
e Auditlogging — significant actions within the platform are logged for accountability

Forfurther detail, refer to our separate Data Security Policy.

10. Data Retention
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We retain Personal Information for as long as necessary to fulfil the purposes described in this
policy, orasrequired by law. Specifically:

DataType Retention Period

Useraccounts Duration of the account plus [X] years after deletion or deactivation

Client Data Duration of the client contract plus [X] years, unless the clientrequests
earlier deletion

Derived Data (reports, scores) Same as the Client Data from which it was derived

Logandusage data [XI months from collection

Consentrecords [X]years afterrevocation oraccount deletion
Aggregated/ de-identified Retained indefinitely (not Personal Information)
data

When Personal Information is no longer required, we will take reasonable steps to destroy or
de-identifyit.

10.1Client-Initiated Deletion

Clients may request deletion of their Client Data at any time. Upon receiving a verified deletion
request:

Wewilldelete or de-identify all Client Data within [X] business days

*  Wewillconfirm deletion in writing

» Backups containing the data will be overwrittenin the normal rotation cycle (typically
within [X] days)

e Aggregated, de-identified data derived prior to deletion may be retained

10.2 Data Portability and Export

Clients may request an export of their Client Data in a structured, commonly used,
machine-readable format (e.g., CSV, JSON, PDF). We will fulfil such requests within [X] business
days. This right also applies to individuals under GDPR Article 20 where processing is based on
consent or contract and carried out by automated means.

11. Cookies

We use cookies to operate the platform:
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Cookie Type Purpose Duration

Session cookie Strictlynecessary  Maintains your authenticated session Browser close or
[X] hours of
inactivity

CSRF token Strictlynecessary  Prevents cross-site request forgery Session

We do not use:

e Adbvertising orretargeting cookies
e Third-party tracking or analytics cookies
e Socialmedia cookies

You can control cookies through your browser settings. However, disabling strictly necessary
cookies will prevent you from using the authenticated features of the platform.

12. Your Rights

12.1Under the Australian Privacy Act
You have theright to:

e AccessthePersonal Information we hold about you (APP 12)

* Request correction of inaccurate, out-of-date, incomplete, irrelevant, or misleading
information (APP 13)

e Complainabout a breach of the Australian Privacy Principles

e Anonymity / pseudonymity — where practicable, you have the option of notidentifying
yourself or using a pseudonym (APP 2). This may not be practicable for authenticated
features.

12.2 Under UK/EU GDPR (where applicable)

If you are locatedinthe UK or EEA, you also have theright to:

e Erasure (“right tobe forgotten”) — request deletion of your Personal Information (Article 17)
e Restriction —request that we limit processingin certain circumstances (Article 18)

e Portability — receive your datain a structured, machine-readable format (Article 20)

¢ Objection — object to processing based on legitimate interest (Article 21)

e Withdraw consent — where processingis based on consent, withdraw at any time (Article
7)
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Automated decision-making — not be subject to solely automated decisions with
significant effects; request human intervention (Article 22; see also Section 6.3)

12.3 How to Exercise Your Rights

To make arequest, contactus at [PRIVACY CONTACT EMAIL]. We will:

Acknowledge yourrequest within 5 business days
Respond substantively within 30 days (or the timeframe required by applicable law)
Verify youridentity before processing your request

Not charge afee forreasonable requests

Where we act as a Data Processor and receive a request from an individual, we will refer the
request to the relevant client (Data Controller) unless directly required by law to respond.

13. Client Responsibilities

Adoptic operates as a Data Processor on behalf of our clients (the Data Controllers). Our clients
areresponsible for:

Ensuring they have appropriate lawful bases to collect and process Personal Information
through the platform

Providing clear and comprehensive privacy notices to their applicants, assessors, and
stakeholders

Obtaining any necessary consents before uploading Personal Information (including
Sensitive Information) to the platform

Responding to data subject accessrequests and otherrights requests fromindividuals
whose data they control

Complying with applicable privacy and data protection laws in theirjurisdiction

Notifying Adoptic if they become aware of any data breach affecting data held on the
platform

13.1Data Processing Agreements

We enterinto Data Processing Agreements (DPAs) with clients to formalise the terms on which
we process Personal Information on their behalf. DPAs address:

The subject matter, duration, nature, and purpose of processing
The types of Personal Information and categories of data subjects
The obligations and rights of the Data Controller

Sub-processor arrangements and notification obligations
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e Security measures and auditrights
e Databreachnotification procedures
e Datareturnand deletion ontermination
Clientsrequiring a DPA should contact [PRIVACY CONTACT EMAIL].

14. Document Uploads and Client-Controlled Content

Clients and theirusers may upload documents and files to the platform. Adoptic:

e Storesuploaded documents securely using the infrastructure described in our Data
Security Policy

 Doesnotreview, screen, ormoderate the content of uploaded documents unless
required for technical support orlegal compliance

* Doesnotclaim any ownership of orlicence to uploaded documents beyond what is
necessary to store, display, and process them as part of the service

e Treatsalluploaded documents as Confidential Client Data

e Restrictsaccesstouploaded documents to authorised users within the relevant client
organisation and authorised Adoptic personnel

Clients are responsible for ensuring that they have the right to upload any documents and that
such documents comply with applicable laws. Clients must not upload content that is unlawful,
infringes third-party rights, or contains malicious code.

15. Complaints

If you believe we have breached the Australian Privacy Principles or your rights under applicable
law, you may lodge a complaint with us. We will acknowledge your complaint within 5 business
days, investigate the matter, and respond within 30 days.

If you are not satisfied with ourresponse, you may escalate your complaint to:

Office of the Australian Information Commissioner (OAIC)

Website: www.oaic.gov.au - Phone: 1300 363 992

Information Commissioner’s Office (ICO) (for UK/EEA residents)

Website: www.ico.org.uk - Phone: 03031231113
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16. Children’s Information

Adoptic does not knowingly collect Personal Information from children under the age of 16. Our
platform is designed for use by organisations and their authorised personnel, not by children
directly. If we become aware that we have collected Personal Information from a child without
appropriate consent, we will take steps to delete it promptly.

17. Changes to This Policy

We may update this Privacy Policy from time to time. When we make changes:

*  Wewillpost the updated policy on our website with arevised version date

e Material changes will be communicated to registered users by email or through the
platform at least 14 days before they take effect

e Continueduse of the platform after changes take effect constitutes acceptance of the
updated policy

18. Related Policies

This Privacy Policy should be read together with:

» Data Security Policy — technical and organisational measures for protecting data
» Termsof Use — conditions of access to the platform
e Cookies Declaration — detailed information about cookies used

e Third-Party Service Providers — current list of sub-processors

19. Contact Us

[ADOPTIC PTY LTD]
ABN: XXX XXX]
Address: [REGISTERED ADDRESS]

Email: [PRIVACY CONTACT EMAIL]
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Website: adoptic.online

This policy was last updated on [DATE].
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